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RoCC: robust covert communication based on cross-modal

information retrieval
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Abstract: Objective Covert communication is a pivotal research area in the field of information security. A highly covert
and secure covert channel for transmitting sensitive information must be developed to safeguard the privacy of communica-
tion users and prevent occurrences of eavesdropping on confidential data transmissions. Most methods build covert chan-
nels by tunneling multimedia streams. However, the problem of packet loss caused by fluctuations in network transmission
is not considered. This study proposes a covert communication method that is robust to network anomalies and is based on
cross-modal information retrieval and provably secure steganography. Method We propose a general covert communication
framework named robust covert communication (RoCC) , which is based on cross-modal information retrieval and provably
secure steganography. Artificially generated information from artificial intelligence (AI) systems, including deep synthesis

models, Al-driven artwork, intelligent voice assistants, and conversational chatbots, has emerged. These Al models can
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synthesize multimodal data, such as videos, images, audio, and text. The practical application of provably secure steg-
anography has become a reality as generative models make significant strides. Thus, we introduce generative models and
provably secure steganography techniques into our framework , embedding secret messages within the cover text data. Fur-
thermore, the domain of speech synthesis and recognition has witnessed the advent of numerous mature open-source mod-
els, facilitating seamless cross-modal conversion between speech and text. Our approach employs a combination of direct
and indirect communication. In direct communication using voice over internet protocol (VoIP) network call service, real-
time synthesized audio stream data are delivered, and the receiver can restore the text through voice recognition. Indirect
communication uses a public network database for steganographic text data transmission. The receiver restores lost text
semantics because of network packet loss and speech recognition errors via text semantic similarity matching. The entire
communication process can be succinctly described as follows. Assuming that the sender of confidential data is Alice and
the recipient is Bob, Alice and Bob share the same generative model and parameter settings for provably secure steganogra-
phy. Alice embeds the confidential data into the generated text data using provably secure steganography techniques and
publishes it on a publicly accessible and searchable network database. The only means of direct communication between
the two parties is through VolP network voice calls. Thus, the potential loss of network data packets is acknowledged. On
the basis of the preserved semantic information, Bob performs cross-modal information retrieval from the public database
and successfully locates the corresponding steganographic text data within the cover text. Subsequently, Bob recovers the
confidential data from the steganographic texts by using the same generative model and parameter settings for steganogra-
phy. Result The results of speech recognition experiments indicate that speech recognition often leads to semantic loss
issues. The sentence error rate of the best model, standing at a mere 0. 612 5, fails to meet the text recovery capability
required for constructing covert channels through direct cross-modal transformations. Text similarity analysis experiments
indicate that the best model can achieve a recall metric of 1. 0, thereby theoretically enabling complete semantic informa-
tion restoration. The experiment on combating network packet loss shows that RoCC achieves an impressive information
recovery rate of 0. 992 1 when the packet loss rate is 10% with a K value of 2. This finding demonstrates the exceptional
resilience of RoCC to network anomalies and establishes it as the current state-of-the-art solution. In the experiment on real-
time performance, we validate the high efficiency of the RoCC system in various components, such as speech synthesis and
recognition, secure steganographic encoding and decoding, and text semantic similarity analysis. These results demon-
strate the ability of RoCC to meet the real-time requirements of covert channel communication. In comparative experi-
ments, RoCC is compared with eight representative methods. The results show that RoCC has outstanding advantages in
terms of protocol versatility, robustness, and data steganography as provable security. Compared with the current robust
model, RoCC shows increased resistance to packet loss rate by 5% in the antinetwork packet loss experiment. Conclusion
The covert communication framework proposed in this study combines the advantages of provably secure steganography,
generative machine learning methods, and cross-modal retrieval methods, making the covert communication process
increasingly stealthy and secure. We also implement the first method of using semantic similarity to restore data communi-
cation lost due to an abnormal transmission process. After experimental verification, our framework meets the requirements
of real-time communication in terms of performance, and the real-time transmission rate reaches 73~136 bps.

Key words: information hiding; covert communication; generative model; data cross-modal conversion; provable security

steganography ; multimedia information retrieval ; similarity analysis

Faili {5 1 (covert channel , CC) e MUABUREE (1 1% .

Tian 55 A (2020) RS 045 T A B FRlGR (S 7
TR AR, 4 00 265 Bl A T 118 DG B R AR 43Ry T

FU 38 155 (covert communication ) J2: 15 B % 4240 FNEZEGETE BRE ) FAL i M2 (LR
W AFEBE BT, O TR EAGE P BREL MEAEEEAR) WA . BRI N4 )2 I B
Bt A7 L5 L B A R R R A TR R TE RO B [ H AR A R, PRHAR
B R 2k (ERUE 45,2022) 948 4 DML RE AR AL B 32 B 1 W B A

0 35

T



$29% /E 28 /2024 F£2 B

=S, BRANL, T84, SKIAA, ATats
FRABESEERENEBRRERE

(P 3G FR Bt ) BT U Mot o XSl AFHAR
18 22 A P T M USCAS B I 1) 22 4, AR Gd
IR T BISCE BABLEE P, (AT A% S A s
TR G W o hn g i i, 5 | e & Y T
PRI A5 B o TR T30 £ PN 25 J2 Y RO
AR, — AR 2 T 0 H B S HAR A T AL i Y
PLEE R , FA B R Bt  (ER AL SRS Rk
ZWRTERE 4, 532 B RE o i i Bek (R 8
45,2004, L AR

AR PN T2 ) B RCH A5 7 12 A LG T 1 A 19 2%
JZ 0 H ELAT S R A B, G b AR 235 VR A B
B RE AN O B3 45 PR, SCRAT R B R
HORIE7A S & O e~y v = i ES N R 0 ot = P
A FE S UL It 8 I A Ry 28 R R 42
41 VolIP [¥ 25 15 38 15 /I 55, Y ouTube Vit A5 AR -
£, WebRTC (web real-time communications ) ¥ % ¥
PR T AR EE . Ul FreeWave (Houmansadr 55 ,
2013 ) K5 % 7 114 EL IR 9 g 45k 0 1 S A S, E i
VolP i# 154 . SkypeLine (Kohls 45,2016 ) F| F &
$% ¥ 514 35 (direct-sequence spread spectrum, DSSS)
R SERE PR E HARTE Vol P I H i R E B o X
PRI 122 18 25 T A 28830 50 SRR 00 o 0 1 i ot
PRI SEI | 24 0 265 9iE 38 55 A H B 22 190 2% 40 4
FRAFNG DURT , B A5 18 W 2K % . Saenger 55 A
(2020) M2 % i 2 1 v oa] B8 i85 16 Sh G
Yife K 7= H R T BRI A2 (silence packets) , L %X
P EAE S BRI 14 A 58 AR 2 Rl A o Iy
12275 T I 2% Y8 2y ) 6] A A% i AT e R
D&, 1H Y ZAT AT 5% I Bl fF K AR 23R Peng
E N (2021) £ X PCM (pulse code modulation ) 2 fiff 5
R BT T — M A Sl R AR I Sk T AR
Vol P it 1l mh o 75 485 15 1 R sl AN 1 IR A o 5 0l
TR A5 32 % TR Yol e S 2B R %) BE HIL T 51 B AL 3
VoIP i P BB AL & 7 Vol P B i h R S HL
R o 1207 N I B TR AN

T3 AN TR 65 2R AT B AL i i 7 %
Ui CovertCast (McPherson 55 , 2016 ) ¥ AL %8 £ 45 g
N ST 51 338 5 YouTube %5 ELHE I G A IR 55 14 4
o T SR MEREE T & 1 HTTPS
(hypertext transfer protocol secure ) WS Y4 4%, (H
SRR 2 BRI , X T SRS P AR ), g EL A
Ii] 1) JC 3 SO — PP 5y PN B S AT . ik

Hb IO A T 28 UAUE 5 IR 55 19 75 L 4 Proto-
zoa(Barradas 2 ,2020) i 1 #4/ B WebRTC iR, H TP
(internet protocol ) K5 4k f 14 A 35 48 Ay B2 460 20 ) 1) 1L
AR 4 O S B PR 5 18 . I 71 5 CovertCast —
B 2 PRI T WebRTC 9 £ 4% i B U0 50405 1)
T AE I 24 Bt 2 50 RIS i 1 %5 41 L 7T
ARSI A9 KA a0 3 A7 e 4 i, U0 m] LA 58 B AR AS 1%
o R BILRE B T T 3 A i L AL RO A Y
P MIAS B J2 T 5 SR RUR 718 2 WU i e
15 09, i 5 ¥ RO B o Stegozoa (Figueira
%% ,2022) £ Protozoa HY JEA [ 7 FH AL Bt 5+ AR
PG A B WebRTC U5, B 1k 38 i B
FERUII N 5 A I 2 Bl A e o 37 i
ik T Protozoa MY BT , 51 AR B2 S B EA
o SCI AT i AN S LR 590 P BIL 28 500 T AS el
AR BT i AF A AT N A ORISR BT RS
0 3 308 A e R (EL B fd P B8 B 5 O AT AR AF
TEWE RS 70 b Mot Y T REVE

Balboa (Rosen %5, 2021) 7€ TLS (transport layer
security ) JZ2 42 A% Y I 2% i 1 R H S i A
Bl b TR A BB R AT AT ]
X731y 22 5, Balboa H 5 53 {5 4% Jr Z ] FisG
TER AR A i AR VE I A i, It S A A AR
PO 245 Yt P R A (BB, 25 e IR 95 gt D 1) AR
LA ) | TR 3K 5 fdt FH MRS BDREAL H 1) Hicdha 4o
g AR R SC A B B FE BT, IR AE R 0y A3 [R] v
AEE . RE B I  fEk B AL 1 2
I AR Y Z B0, FHARE B e 1% D 4 K008 2 e 45 B
Balboa $& fit 1 — Al LLAREE 72 4F 52 TLS R4 Y P
WCECE N EA A R A HE SR, R IR K
(Y RT JRPE |, 8 03 R 1) 4% i et v b B 1 1
i, R T E AR AT AN WO T AT A
Pho (R FZ A PEARME T TLS J2 A I 53k, % T
A FBRAT B P Tk 7 , X Fhl (5 ke 2k 2 4k

(]I, 76 A R Y 20 M e I, N R R A
B A5 S S A5 TR UL, L A0 R BE S BB A | AL
(artificial intelligence ) 2= H] & fig i & B F 2 fig 1o
KA N, 2SS EEE AL3E UT RG 93
AHE AT LAy AURESY 5 18, I 07 B 5 AR A 50
BT %5 ,2022) . ATAE BRI EHE ER BG4
I 5w AN A B B A IR G B X )
B i R, BORBOR & AR = & R, BEE

371



372

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 29,No. 2,Feb. 2024

A AR Y [ HE A AT IE B 2 4 BRUS (Hopper 45,
2002) L ASEPRI FH o Chen %8 A (2022) % T4
WA BB Y Waveglow BT T 3 T Al 3 R AE 15 5
AT ST IE B % & S AR S )7 . Ding
S5 N(2023) W H L2 A1 2CRIAS 19 T E B 22 42 11
B 53k, AT IR 30 IR 30 SCAR A s Ay, 43
SSEEE A B2 A i MG AR SORBRS

B MR NGB SR s e E S s T
P 3R Bt 15 B B 35 5 SR T LA B
KA A B I, 2% R Al B S i 1
SIS RLEEA 3 2L F SO BB 1Y
PSR SRR ST . HR SR A E S
U vk TGk 52 4 v A RN v TR A L
W% B PEEA L o BEAh, SR R SOAR B
BB R BRI T RO A, 2 1 PR RE T 2 B2
W A7 TE SIS P B SR A T B, 5 40 K SR A s 31 o
TR Sy W 3 UM, S AR T 2 Gt
LV, 0 SR SR FH - SR 2 B0 A Sy 28 A Ay A i £
B, S0 2% B HOR H A HEHT I 45 A5 H i AR 8 R
e

DAL, BAT I 0 15 3 T [ s il A2 i st e
PE R SRS EOR . EEXE R T R A
FE R BB AR BT T IE 2 4 B S I s s R
AR AR SO — ORI B S A B A R AR 15
M R RGE fF . IR L B Rk N
Alice , 285 4 Bob, Alice 5 Bob 3t 52 A [] Y £ R A%
T T A R 15 B S8, Alice 2065 5 AL H O ML
P HCH I 3 TR 2 A RS AR i A B AR R SO
ot , I A BN TF TR 2R A N 45 Bt b, WU 2
FE I8 o A7 75 N 265 B A0 25 2R 19 VoI P W 26 15 7 3 175
J5 AT E (S o Bob M4 14 B8 R R 18 LA
BB A SR 1 HET T SRS AR B R, T AR E|
X IV 1) 28K 28 St , 12 AR ) 1) 2 OB R &
BRI B . SEIR A SRR, TRy Fe i
SR B R 2 A L R A N 4 SO AS T T
T4 B8 B S FE T , HSERHEH %R 73~ 136 bps,
ZZ T R AL R 1T LA FI]5A 300 kbps DA E

ARSI BN A ALEE 1) B2 R S RS A
Jier b R Bk A ) AR BT L (B S Ak
I SOEAORAR (5 1 K B ARSI UM B AR A 3
T AT RS Bt . T LR AR ARSI T
— %4 K RoCC 1) 4= I e 38 15 HE 22, 3 3 15 5 7

bk v Ml A T T BCE 1A AL . 2) DASOAR &
MBI, T UE L 4 B S i 5| A BB BT UG
B S 5 B . [FIEE, 8 TR R
SCRBARLEE 43 BT 05 15 R A DR A SCHRIBURG FE AR5 (1)
(A A SCIT i B 15 Jr ik v IRIA F AR T 58l
AR AT SR R RV 5 O e 0 % i R L LA R
Wk | e AR S PR B M . 3) e L 7R
S EOE TR O R AT IS RS AR B MER A Bt
G RRE N MERERCR S H AR 7] X L S IR
BT A 5 BUA 7 S0 b B Bk v L o &
YRR UL, BAERERR ERR B T e et SIEE
FHPAT RAMELLIX 43, B A B 2 2% 05 RV A i ofl 5
TE 1 k K/ B4 58 3 Recall@1 $8 b5 AT 34 0. 992 LA
| Recall@F5FRAIIAR] 1. 0, SEHERIRLZIA 100 bps,
78 SR I H AT LS 3/ INERCE £ 1) A i, TP 2% o
P RAERF 7 LLIA 3] 300 kbps DA b, AT LA E] Y
i S HA -

1 HEXAIA

L1 BEAR
L1 FRERE
B 2 4 15 T R AN WG K 15 58 10 in %% i
fF =N LA MELAE /22K . T B AR W —F
DA EIMR B AW B8 SCAR 46 1A Ay il , o4
AT BT M A DLSCIR R BB AR . 5
1R G B B 22 AR L, B S AR B8 O 4 b 2% A5
FR2 4, B REAS BeOBUR 5 0 15 O AA7E [ R By
s fE Rt B RE N, - TPTRERSE
(stegosystem) X, H A7 8 1 534 D (i 254 P,) , XA~
FHEUUMN - M RFE = JuHER S, =
(KeyGenD, Encode,,, Decode,, )o
1) KeyGen, (1" ) #5232 &K B A WS, A2 li— 1>
L4 K e {0, 1}, KB o &, 0 T 40 65 45 % 7
2) Encode, (K, m, H) ¥ 5% % # K, Fb % 1 &
e {0, 1}, VLR —ANE 38 7 s HAE ki A 3R [l 2%
BTG s = 31"32 ”"'"S,,fﬁgﬂ‘jlo
3) Decode,(K,s, H) ¥ 32 % %] K, # % X &
e {0, 1), A B —AANi 38 B 92 H AR R A 3R E s
B AL B meo

pad

rzl:
i



$29% /E 28 /2024 F£2 B

=S, BRANL, T84, SKIAA, ATats
FRABESEERENEBRRERE

SR RS AR EE AL Kerckhoffs JFHE
(Kerckhoffs, 1883) , R} XA i 2 A1 18 B 2 9] L AR 94T
fiff5 o
1.1.2 AHEZERE

55 U5 R (linguistic steganography , LS) J& ¢
WHREREARZ —. 24 TA AR, Kaptchuk 5%
N (2021 BF5E 1 A= BRI g B 5 R
HNENMRER T & A I RS R A B, LA
JRAR B A DAy [ 4 SR R 8 AR R SCAS, T HIE ] 5 9 52
LY A= B ) IE B AR SCR AT X 43 o Hopper 48 A
(2002) 4 i T B85 24 i B 2 M RE E X, i%0E X
8 1 X 43 oracle (0,) 1 Encode,, % H 00 HE % 18 25 5k
AL o Y H T A A R 22 300 5 B[] (probabilistic
polynomial time, PPT) A% T A, #0# /& LT 4544, #%
P 5 2R G0 2 X S R 28 88 X 42 Uil (chosen hiddentext
attacks, CHA) ‘%419
| PriA,Pee®) = 11— Pr A, = 11| < negl(A) (1)
A, 0, 7 — 1 B 531 D BEPLRAE Y oracle.

H i, S5 E 1 Al IR 22 42 B8 5 3R /& Ding 5% A
(2023) 42 H 1 2 T3 A3 SR A Y Discopo  PASUARAE
JRAT 55 SR ), SCA A A TSR = A T B
AR A B AR BOE AR S 1 SCAS . H A SR
BN GPT R A (Brown 55,2020 ) f 33X 4~ 405 i
ARFNER A AL, AT RLSS E AT — 1 T 3 (con-
text) x_, T F — 4> token MY HE K 7 A7 PY =
Pr[x, |x<b:|O

XF T T oA, SR BB HLRAE S MG . FEHLAh AR
A SO BB S AR R L A O BE LR i
(pseudo-random number generator, PRNG) 4= i, — &
SUPBELAL r = (10, 0, -, 3 76 K [0, 1) - 0
BopopAi B A ~ U0, 1) XTI ¢, 2 AT
BEAL M A5 P, SR BRI R VP Y token A
35 PO S —ANE[ 0, 1) R Y ZE A R IX ] . 2R
i FH— A BE LA A, TR 1 T ) i Ak DX ] 1)
token 1E N N — il x,, I8 H B0 2] context H o
XA, AN LR S (4N, A2 B4
JELFE 370 B9 B8 TR B IR A e R BE ) o

Discop AR FR , 78 A= B B , T DL A A
A T 1) B 48 53 A1 1 22 A B AS (BRI 8] 53 B J7
), BN A B A (distribution copies) |
“OPARIAT R GIRRIBAE B B, R AP

ABRIL, “a” MDY 0.4 F10. 6. H5 [0,
0.4)F10.4, 1. 0) WL 25 “a" FI“b”, 5i#H5[0.6,1)
F100,0. 6)WAAE L “a” F“b”, BN REAS A MEE LA
O3 AT RIAS BRI AR R Y L X R A Ik LS
RIAS” By oA s AR Rl o i X R J7 =X, & 3% 07 Al
BIEEZ A A RIA” T AR B e AR R A
HSRAFE AR U ik 5 A Ak TR ] g 15
&, AL PRNG Ff1~ A2 BRSBTS, T AT
AU T AR Hoh F 72 1 T 9) 4 46 PRNG
AR (B &), Al DA R B B R — AR AH R,
FSTy T L 3E e A i AR A R AR rp R A 4 i
RERBUH S I, Discop M JEUBR I35 2 ] 1k B %
S PSS, EARIE B A 2 0T L Ding 55 A (2023)
AITE S
L2 EEEMSIR

SCARFETE T (text-to-speech, TTS) {Y H FA) J2 A Al
WESURI HAAR PR R TE & . SR T A4S
(4 TTS SR (IR BE ) #i 28 R 285 A Ry i i B J A A8
T — B 2] 5 AR 7 4 Tacotron (Wang 55, 2017)
F FastSpeech (Ren 45 ,2019) faj fb T SCA /3 Hrisi e
FLHORK A5 15 2R SR J ki A Tl P A 2R 00 3
(Mel spectrogram , MS) faj fb. 1 75 2= 4¢fiE , TN T
WHE A AR . TEIE S RN 5 T, — 283 R
I B Z2AE 5 R, AN PN AIE 5 e A TR S
Qb B SpeechTS (Ao 45 ,2022) /L T i8S A LS

PUNSEIIRE . SRR TR S ORI A O A
etk TIRZAER

1.3 XARFENAEEE
SCACTE: SCAHABLEE J& A 4R 18 5 40 2 (natural lan-
guage process , NLP) U3 (1) 5 LA 58 )7 1), 7 A
VP2 AR RIETE R o FEAS A i SO 22 5 40 D7 1
22—, B 4% %5 5 B (Levenshtein distance, LD) (Li 11
Liu,2007) , J& 3CA a ¥ 45 2 SCAS b Jin it 2 00 i /D B
TR AR R, B U
lev, , (i,j) =
max (i, ) min(z,j) =0
lev,, (i = 1,7) + 1
min { lev,, (i,j = 1) + 1 HoAth
lev,(i-1Lj-1)+1,.,

AP a, b AT 0, 0 a RT A4, b, b
BRI FAT v, (i,7) 2 a, 5 b, 2 18] B9 G REL

(2)

373



374

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 29,No. 2,Feb. 2024

X TAEGE T W R E R IR AR Z —, L
A A — 3 SCAS B (term frequency-inverse document
frequency , TF-IDF) (Salton F1 Buckley, 1988) 1 A ]
] B AT CAFE B R . PIBCCAR Z 8] AU
AT LA a] ] e 2 ] A A

BERT 557 (Devlin 45 ,2019) 53 T 24 ij fix
U 1 SCAS MR BEAT: 55 9 8CR  BERT 5% BLHE SCAS i
N\ ) e A 1) 4 ) R S e A SO B ] 2
() FA) B8, A AT W SCAS i SCZ [] XY AR AL

2 REiniEE

Z K 20 R (multimedia covert streaming,
MCS) T B — e RGN 1 P . BEAUERM
AP, —AE R E P (Alice) , 73— AME AR 3
(Bob) o % P ui i T ELIKE X FF Al I, AR T32 1
TN T hi 0 BRI X 8 o 35 e WL A
it AU 3B L AE R Y TR P ) B AT 0 25 58l , OB
b DX A P T DX 35 PN P 6% R 55 149 385 3k 17 1]
S AT LA T H 0y 1P Mkl 5 5 G544 a5 v ]
(1 IR (5] 4, BitTorrent 5%, Tor) , B 51 A & 44 HLEY N
25 (o, i O AR 8D .

MCS T H B 1Efd % 5 s GE A% i i A HI LR 34
S, S AR AL H SR A B AR B 1) B 2 R AT
(18 BEL 1) DX I 35 FH P (Bob) BV AR BRI 55 25 19 &
E52) B i AR 55 (40 Skype ) 2H A 32 35 7 1
PP, U Hy BOt 7 B o A X el 3¢ 5 3) 2
7 SRV BR ] DX PR LA ) A8 4 I 3l
-1, 32 R h T 5 NS ] R AL SS T RE
I A AR BB ATT

2 P AARER P f B EAS A A H 5L |

IBAT MCS A 3 3 3z 78 R 1oy R 4 B A B A it
ARV ERMFEIE o X ME R VPR I 7E 52 BRI
28 DX U5 ML B o R, X SRR SE LA DA
B

DB AFE A7 AL R o 75 8 16 7 AT
I, AN E T VoIP IR 55 o 33X 2k W 25 52 1 A L XA
LA RE ARV IE S Ty N — o TRl AT DL S
A X GEATIEAE , GIAN IR FIINR 5 (HE (5 A 2
ZFIBR ] (A7 G AR ), IF HF A8 A AU &
AT AT T N

2) A5 RO ] LA R) 224~ CHL P B 44 19 ) 28 T I
ZRBIR I AN A TT 1 SCF e s A SR 5 55
XSO P 32 B A IR Bl TA TR R
FIR 55 otk 14 2% &, o Ay B A 2 A8 1k T BE 1 R
Aii, B RES 1 SURECA 3 A EIE A A o A XU AT
DI FHARARL A SCAS AT 2R, LA 0t 5 & A 1Y SC
AHHE o SR, FE K L ) 28 A T, T A
HEAT RN R AR AR i, DR R BT A Bl AE AT R AE T
B FAR IS & WA LAY, B E R s Rk LR
et

3 AR A7 S AL S A ) Y A AR B A RS 2
BB E B A AN FE X 7 AR B S I A Y con-
texto H AR BT A [F] AR HY , PRLHGZ SRS RN 2880
EONRROBE R . 8505 AR BRI
RIFISH G BT 56 MU RGE 15 o A2

4) TR AR AR, SV A TR IS AR
DL S E RS IEE R 22k iR E R B el
FTAL R YA [FIAFAEAR R B B 0 2k o X R S 2%
PFN &5 2 R I M 25 18 3 IR 55 38
J&:#EF UDP (user datagram protocol ) P i 17 % 4
ety , —J7 &R T BEARE 35 2B R, 5y — )y TH &N

Aliceffy HHEEHLCE/15i) | Bobify L)
N e ™\
% i ’ e B -
W E E e DL
MCS = HE = B?] MCS top secret
3 || EH |88 |’ T2 | 2
RS S 0 1T S S e "
>4 A /
TR L% X 3k, ; R il o) 445 X Jak
B L AT 135 10 S R AV T L0 R G

Fig. 1 System model of a multimedia covert streaming tool for censorship-resistant covert communication
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T 8 5% SIP (session initiation protocol ) iR 55 #% 1) i
F A DR T T R AR P BB AR AR AR R R
R )

3 RGIER

AT TEAHR RGO IHELRSS M AR AL
DL SRR A e iy BARAE ] 52K
3.1 REIER

ARSCH RGAELLANE] 2 fir s, AR T T B A
3 5 P Alice Fl Bob \— 2% ELARIH 5 Y Vol P L4 i
i 18 UL S — 4508 B A T I 25 50408 2 (open network
database , OND ) 3% 42 % [H] 25 18 41 A%

A AR I T AL B 2 2 RoCC R IR
45 4 A A% - RoCC % J7 i (client ) /RoCC AR 2 %y
[ (socket) , 71 5% 5 F P 4k 22 B 5wk B 42 42 G
5 24 4 (provably secure steganography, PSS) , X H
K FH Discop $ AR SZ L, 43 1% 4t i #% (encoder) Fil fif
fith 2% (decoder) , 11 57 A5 Bl 80 5% SCA 5 £ BUHL %5 %k
5 5 & H Ak 32 1 (audio processor, AP) , Horf 41 &
WA AR YR 2 1H 1 AL Y (speech recogni-

tion, SR), 435Il 1 5T S B A B A0 I 45 40 O a8 ik
VolP 3 1 & 3% , DA KK $2 W03 i) 8 00 7 50 90 e 46t
RSCAR m' R G L (search engine, SE) , 7%
AH AL BE 43 M7 A B (similarity analyzer, SA) F LA 4 #r
PRI B SCA m! 5 48 2 51 3 4R A SCAR ML (text
pool, TP )P P 2 8] i i SCARARLRE , #& H s ST AR DA
I3 J5 SCACTE SUAF B, DL S 45 & A B2 (pub-
lisher, Pu) 1 57 4 20 % SCAE o IE % H P AT R K
1ii £ OND 1,

IE A5 XU Vol P i 7 XU B EER R %8
BT B AR B L 2k 2 B A i i
i 25 T LA %% Vol P 3 U, X L N 258 4757 Wy
HLAT DA B 0 4 7 B 5 43 A, 1 T 4 H v B gt
(IHLE B . AL, Alice T Bob 38 AT LA i1 32 A5
(92 T 19X 408 5000 P A T 85 A% i AH R 1 5 19 =)
REAME , TG T B b 50 B ST s B A% L DR %G8 (5
e HER A (52 20, /I Alice(Bob) 7 OND
L UIE A X A AT N2 LR 2 N 25 H
FURT UL 32, Bob (Alice ) 3 4% H X R A% 55 4 I A
PR2& LRI A L, HE A (] {5 R R WU
%, P AT AR 15 0 R 1

Alice(& F¥) Bob(ft2 )
S — TR 4 etk e oo
| pein 1| SO e BRSIE |,
L TRecC ||l IS S ARBESHT || | FRoce . | Lk
| M e B ] [ Mo <o
B R :
WL o RAER — KAk ]«
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” . REIE - -~ g
RN i TIEAE o s EUUGIDIMNE i
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Fig. 2  Framework of RoCC system

3.2 TI1EmER

3.2.1  BARRRE
RGBT o R W A A SR TR I

PR & 1 5 1 Vol P 45 Uit 8 1 4 5 18 A, RS

OND 17 W] 22 %5 95 1% i (9 38 38 {5 16 B, A

RoCC Y Bl {18 ) J2 A 454 B, 1 45 {5 3 [l

AL A B, A IR AE AT B LN o R LA Allice [5]
Bob /& 3% Fib %5 185 B R ], Bob [8] Alice A i AL %5 K 4
AT I 5 Z 2l

{538 A : Alice 28 HH RoCC client it A 75 B2 45 i 1
T H S (secret message ) IC A m, 28 HH PSS I 4 a4
i&lﬁ"]ﬁ%iﬂ‘(stegotext)iﬂﬁ Co Tﬁﬁ ,cﬁ?/\iu
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AP, A= 15 AU (audio stream ) 18K st st 48 HH VolP
H5CHE 78 38 1 AL 5 2 Bob ITHRAAL, BN AP U
A Ry SCA o, TR B R R 25 T I 445 4% i 1ok
FARE R RIG R e Mo Wil FTE 2SS . fa o
A SE (4 SA, i U SCA ¢ 38 SCA ¢ 2238 PSS
S 2 A 2 U m IURST, Bob i 4 client 42 i 3|
AT & m, 853 4 AR5 T RoCC Socket, H 3l
A5 A ML % 1155 ML (secret computer, SC) 3k H H br

{R3H B: Alice i A BOBL 2 H S om, 2253 PSS /Y 2
T 2 A2 AR B SUA ¢ J5 L % ACSE [ Pu, H 31 [ OND
RA 6 ) B SCAR ¢, I 0 K AT 58 B ] Ry ey, D
I Pu A5 i B FF 4 25 OND & [RTHf DA S 055 A s 1]
BERS Alice % 7 18 B (RAESE A . Bob ¥, 4 15
AW o ZJ5 B E RS 5 A RO R A e, D
Bob i 1) SE 23 3K H ¢, = max(¢,, t,) I 6] 88 F1 N B &
AT N 25 B A b, SR 5 i 2ok SA Z3 B id it BT
(¥ ¢, B Jim i A PSS 1 i 25 52 OB 25 T B, m, 4
% A RoCC Socket 58 ¥ 4= 5B 15 2 o

i8] ¢, 38 % 23 oo, B, BT BL Bob S H 7 22 )
t, = t,, AT B AR e, 0 BAREUE , W B8 OND %)
2558 R4 Alice i 25 AZ B AT, ik BRIl A
JIr e 0 2% IR 55 2 AT HPIRAS o SIS 8, T LIkt
R ket A R OLAL , mT LU P SE bR ODB S
i I B INSCARTE Lo Bt ], S BUL s 2
o] SIF518

X TR IE A FMEE B (AR, 7T OB
RKikN

{HiE A:

1) ¢ < Encoder, (m);

2) st < AP(¢);

4) ¢ «— AP, (as);

7) m <— Decoder,(c)o

{71l B:

3) ODB,, < SE,(¢);

5) TP < SE(ODB,t,);

6) ¢ < SEy(c.TP),

HoH | Encoder,,. M1 Decoder 53 ) kv UE BH 4 4=

Fe 5 Discop 5 1 2 A5 A2 fiff 5 pRUER 5 AP g FAP s
A3 590 SRy AT A FRARE He 1 1 A S R O BRI SE

AR RGN R AR, 7508 A 0 205 SO ¢
KA $]ODB,SE (ODB, t,) ¥4 ODB I ¢, i [H] 4 1 PI 1
A TP R # B A M, SE., i 3 AR BE 43 BT D TP
HA S H 2 SO o IR SCAR ¢

T30 AT KSR A v ok 7R A JE
U e T /S T = W = vl
TE I 5 U7+ B A5 Z 11, AT LUK 55 2%
RS FH B E AL 2R 4T b , 3145 SR G MS,
FERE B A 2 )5 v DL L A A% i MS 1
HIZE UF B, BVATE 250 AT A SR, L%
RH PR (< S)ANAIF SO, [FERE MS A%
% OND. Wit a] DLy 48 5 20 0 R a i kA 7
S (AR ] 3815 A0 B ) T 52 i Bl A5
R RIAT AR BRI 4 o
3.2.2 WHEEERE

A UE % 42 B 5 A o 4 05 25 AR 5 2 4 ARG, 3K
HLURHH Discop £E R SEELH AR, 2458 v] DLk £5 HoAth
[ SEEE; % NI EEZ S Sl B 32 ety N | e R €
R, B ZRE sl . Y, Discop 14
AR T 38 15 AUy e =2 0 AR B R M, BE AL A
BAR Prine s WA VIR AL BE B 5. O PR B, BB
B T LI R — 1 = I8 (M, Py So), 2454
BT RS, WSl E L RS R A,
(EAFHE 2 A RS0 % 4P 5 Protozoa 55 J7 1
A ISR A T 28 00 38 45 AN AR 3t £ o0 %88 P >k 1
LANE B Ry [ G 35 A A PR A 2 A AT 9 285 {1t
IO B AL 8 S I 55 P I
3.2.3 BEHEE

Alice F1 Bob Z [8]f#1 F VoIP W #5388 11 B,
Fb AN Skype AR 55 o 5 A Ab B B 610 5 TTS £ SR B4
T, DA B 5 R 2% SO ¢ B TTS AN, SEisf
BN AT st , H T Vol P BUR Ll 18 & %, 4
BT 7 1 o R AR BB A, DR ) 24 5 . % Ok
W OB R R BOE SCA 0, RS 2 0 208 oA
BB R

PR Ay e s 108 R o 22 4l | MBS Ble vk, Jor
PLAE A5 R R v 14T R A A G IE AT R, X
FRME AT A e, BRI BRI
1) B {7 1 P38 75 P 25 i B0 W NS
7%, A& U 25 AT S5 15 85 2) Bk (5 18 108
TEAT R RN e 8] 55 1E 5 P (R 38 154 7 A s B[]
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ANAL X 53, BIVEE 08 HCHT I 8] 428 38 45 = 1 o0 A i
3) VoIP Bl i RS HEH LU 5 MBS Al it
TR ER 1), R RS A B R AR IE
SCAS IR GPT R AR S AT Ik 2e 4 a5 1 A e Al
M 38 K O A context, 7] UF AR SUAS N 4556 1F
HXIEE . O TR TR 2) , LRI E ARG,
PR FH = 1 BE 1Y SpeechTS #5784 /E A TTS A5 B 1
SRABEHAY LB, 28 4ok SL YR A 56y, IR AL ] L S
¥70.336 s 4= 14> token , H.BE4™ token (35 ¥ 15 5]
FEIRTE 0. 166 s LA, RS NS IE & #1517
LRI EE RPN 4. 4. 179 0 WTER3), Alice 5
Bob Z [ 153 1) 15 N 25 st & DBt 5 RS A ml iy 282
BSUAR ¢ A OB SR R0, L Vol P 2 s i A &
FEBA e AN FL BRI B, B0 IR
3.2.4  AHALBEE S H
T U R A L 0 SO SCAS o A

FAHALEE S Bl SA, I 5 A 25 28 840 5 OND
HE R AR SCASE TP $EATARARLEE L XS . ik BLY
SEHUR A A M i 1R

fsmmumy (t,,t,) =

a x Cos_Sim(M_,, (t, )M, (t,)) +

1 —a)x(1 - lev(t,,t,

: )ma)(( (len(t ,(),len()t)2 ) (3)
K, o S, LA E DR 5 A R AR
LA, Len (e, )Rillen (¢, ) 3 93 3R 7 SCAS ¢ Fle, IO BEE
lev, , (len(t,), len(t,)) A4RIEE , 2% (2),M,,, (¢,)
FIM.,,,, (1,)53 B 278 SCA 1, Flle, 2853 BERT 2 51| 452 75
THRE R A M i SR Y EE s A S, B ) & 22 6] Y
AZARLEE TR

vy (4)
x| x|y

A x, y EFLEH | x|, | y |§‘7ﬁ'ﬂiﬂ"ﬁ%o
3.2.5 fFEMAR

T ER R TR R 5 8 SE B SE AR, SCAR
TP 1 SE N OND FRHU, BER/INA T, , Gead SCAR I
ARBLEE 738 , Y o A 4 2R, L KA ARRLRE 43 i ey
AIVCRECE SRR Al Bk 1 SO R BRI

B SO TP, PUISCR m’, 8K

By i« B ARSI SR CL(size = K)o

1) L5 g = {15

2) emb,. = Embedding,,,.,(m');

Cos_Sim(x,y) =

3) emb,, = Embedding ,,..(TP) ;

4) for emb, mc in emb,:

5)  q. put(fy, (emb ., emb, m', mc), me);

6) ifq.size>K:

7) q. get();

8) CL=1{1;

9) for emb, mc in q:

10) CL. put(me);

11) return CL,

TRV 1 A SCAR M TP, SR SR m', S50
KAt KA e SCAR S % 0 kit 7, 44 i SB A
G g, AERF R INTE K LAV, X5 SCAS m FE 466 28 3l 1Y)
A me TR AR A 18] 15T emb , 38 I3 T A7 i 326 SCAS 3
1f Similarity PRECTHE AU 1553, 2 A LU U 15
S HEF L SE RS g, 8 2k KR /INES, B A5 43I Y
TCER , d5c e 5 ARARLBE 7573 fie s 19 KA SO I A CL,
VE R g R 1wl

4 KWER

4.1 BESHER

AT R WA Ty 1 B R RS IR A5 2R T R
b5 A SER (sentence error rate) fil CER (characters
error rate) , SER B[ THE 31| 3 48 1) 4] 40 Bk DA ) 5 A
B, CER B A (S + D + 1)/N, Hifr, S J&F45 B it
ISR, D 2T AN BR A8, TR P Al AR 4L,
CRIEMRTFAEL NS TR A (N =S+ D +
C) o SCARHALREAG I ) HE R 2R T 48 45 4 Recall@
K = TP@k/(TP@k + FN@k), H:f , TP@k 2 7ij k4~ iR
(] 255 2 P OIE B 73 S B IEAE AN KL, FN@R ST k43R [1]
SR PR R IEREA L
411 iR HGIER R

ST 14 Fh R IR Y (4 1 & RO HERR 2
IS5 P BUVE AR MRS SR . DR b SO 4R
4 THCHS-30(T-30) , % SC #4542 24 Librispeech Asr
Datasets (LA ) 1 Discop 4= il 1Y 28 %5 SC AR & Wi 5
Stegotext Dataset(SD) .

RN 1R . Hof, Uniasr ERFE ALY uni-
asr_8k_common_vocab8358,8 k NZ% , ini[ 3& K/)»
8 358, & U iE i AR A . Para_large Bl Para-
former_large £ 81 | 4] H T Paraformer #5184 % F] T 5
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®1 EFRANERE
Table 1 Recognition accuracy of the speech

recognition models

Y SER CER HEiE
Paraformer(Gao %5,2023) 1.0 0.0930 LA
Uniasr(Gao %,2020) 1.0 02109 LA

Paraformer(Gao %5:,2023)
Uniasr(Gao%§,2020)

09812 0.2134 T-30
09145 0.1260 T-30
Para_large(Gao 55 ,2023) 0.6125 0.0407 T-30
Transformer(Gao %,2023)  0.9812 02150 T-30
SpeechT5(Ao%,2022) 1.0 0.146 7 SD

TE I R R R & S R 45

B R BIRIZ5 4, 78 24> h SO TH R 46 s
SOTA (state-of-the-art) L . Transformer 5% %4 , I
Transformer-LM, 52 3t F Transformer (Vaswani 45 ,
2017) Y decoder FAGFIEE . HAT AR T 2ot
T IR A AR AR vy O A 8 2 T ) S R A R A
0.612 5, Rl IR R B He 5 RS Uy i iy 2 B 5

B W IRAFAE SO SRR, R SCR R
SRR B AR IR
4.1.2  SURMLEE MY

AHALLEE AT 55 B S B, SUARMB I KON T, =
1000, i 1 3 T I SCAS R AR Recall 1645,
X s E — A 8 2 8 threshold, 26 7 HE B SCAS
tokens £ 5 22 FF U o0 32 90 A A E X 42, = — RS
Y BN , S5 threshold = 5.

SLESAE W 3 2 TR, Ho AP bert-mt 7R bert-
base-nli-mean-tokens % % | bert-cl 3¢ 7/~ bert-base-nli-
cls-token 15 % | mulLM %% 7R paraphrase-multilingual-
MiniLM-L12-v2 #5134~ 45 5 44 ] Reimers il Gur-
evych(2019) 48 1, o ZHUR I 15 AR BLEE pRER AU AL
WAL,

LA ), mul LM B3 0] PUTE Recall@1 135 %]
0.992 7, Recall@2 =355 1. 0, B FH 5 5 Bl 2k SCA ¢!
7 SA BRI 2 />R [ 45 5 v a] LAk 2 R S0A ¢, Pt
SCARIE SRR 30T LLIKE] 100%

R2 NABECESTAERE

Table 2 Text similarity analysis accuracy

a=0 a=0.5 a=1
il
Recall@1 Recall@2 Recall@1 Recall@2 Recall@1 Recall@2
bert-mt 0.970 3 0.977 4 0.969 1 0.976 2 0.9358 0.954 8
bert-cl 0.9703 0.977 4 0.969 1 0.976 2 0.939 4 0.958 4
mulLM 0.992 7 1 0.992 7 1 0.9829 0.9939

E LTRSS % 5 e LA 2R

4.2 EBMIR

AT R A ST %2 5 StegoTTS J5 ¥ (Chen
45 ,2022) , Saenger %5 A (2020) 759 , LA J2 b 2 ) 3
T B A S R e i R A7 I (direct cross-
model , DCM ) [ 7775 , X I 4 S i RS T B AL i 1) 6
Btk o Hor, DCM J& 5L T SO S & PSS 1 Bt a
{5 748, LR Rk 7 A SR s AR % T 2, L T8
I T A BUIRAS XS I ) AR A
A, FEMR R R R A A SR A D [l S
AEGHE , PR SCAR BRI T B . iR 3 PR,
DCM A IEEH PR AR 222, F80E L £ K
B A TG v kA 1) ] R DAL O R Ok R L X
StegoTTS J5 58 , Bl Ry & M B 5 6 1 ) Il U ABE 7R, 21497
ST B DU R 5 A 2R I, X

Saenger [ 5 28 , PR Ay 76 380 15 # R 0 144 7 B 1% %
T LA A RN JE A SRR F E g, W]
PIER,RoCC, T REXMPLEMIN S, AR E
et 7F k = 20, Lt Saenger ) 5 %5 &1 H 2= /0 5% 1Y)

R3 IMEPEEELEEN

Table 3 Robust against network packet loss

PR KA AR

ik
0% 1% 2% 5%  10%
DCM 02297 - - - -
StegoTTS 1.0 - - - -
Saenger % A (2020) 10 10 10 - -
RoCC,, 1.0 1.0 1.0 1.0 09921

AR TR B H AR 45 L, <= F R R BUN B AN, R
Fr k 2275 3 W3R 3585 Recall@k TR kA C4E RS 80,
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FALRIPLAE S o M H S BT 10% B, 4RI
AT DA 2 BT K B4 e L, 38 0 AR %K
4.3 SERPM4ESLIE

AT EEIUF A RGO PERERCRRE I L B
WA TE X SE PR R . IR 3 AN RICR HEA 75K
5 AR A RS U TR e A B S RN SCARAR A
JESHT o
4.3.1 WEHEA RS RBIZCE

ST, M 1 000 4~) A4 st 1]
B tokens B0 H M 17 144, SF-Y4) BT BFE] A % tokens %
92,97, XTSI 1 000 A4 1 TR
IF 8] , & tokens 50y 16 799, - 2 BA {3 i) ] 4 1)
tokens BN 6. 06, T LA 4 A LA 74 (%) 1 R s A 15
B SE AE R
4.3.2 WHEZEREHCR

Un5% 4 Fr7R , Tokens 45 4= i SCAS Y tokens 51
Bits $8 1A SCA 1AL 2 T B 1 FURR B . IR 2 2
T 11 G RS RO Bt 2 2 I SCAR 11 tokeens K JEEAN [ i
A 225, T8 B B[] A tokens BUCR 47
4.3.3  SCASHIRIEE S #rass

TE A SCAS L K /N T, e {100, 200, 400, 800 },
FEKAEIR LA S B, AT A ARLBE 0 TR I it , ik 5
ST A I B SCA X G2 B AR SF- 34 15 [E] #E 0. 02
LAY, FEBA(5E B R SR )5, 38 5 B AR R 1
PERERY M ] LA Z AN T
4.4 Fttbitig

AATEE RoCC ARG 5 BA M HA R F N 218

x4 WIERERBHE
Table 4 Provably secure steganography efficiency

Tokens i Asitml/s RS EsEI /s Bits
100 4.0 4.0 293
200 4.0 5.0 541
400 8.0 8.0 956
600 13.0 14.0 1506
800 17.0 17.0 2019
1 000 21.0 22.0 2515

TE RN BB A B R CR

RS NAXBOESTRE

Table 5 Text similarity analysis efficiency

K=1 K=5
o TR, TR, s TR
100 0.164 4 0.001 6 0.1657 0.001 7
200 0.584 6 0.002 9 0.588 2 0.002 9
400 24210 0.006 1 24472 0.006 1
800 9.8314 0.012 3 9.8819 0.012 3

PRBSCH TR A B 5 3 A 7 1 R AT 21 A BE R EE
IR, R 6 s o b, “ARAERRSC SRR ARLE A L
ARPIIAT AT i AR B R ) SRR IR LE LR
JZBATI AR B H AR PR B R R
i Z N FAR IR LE T EE AU T I I RS ™
SR MRS Ik 1005 1% ol PR JE 4R IR 4L 0 52
RE A8 SRR PP/ SR BEREZR 19 7535, nT LAY e H:

F6 SHREBITRREREES R

Table 6 Comparison of covert channel schemes for multimedia data streams

Jrik PRV REEC R ARSI WS s nERES B bps
Freewave(Houmansadr 2§ ,2013) X X X X X X 19k
SkypeLine(Kohls Z§,2016) v x N J x x 64
Saenger’s(Saenger % ,2020) N N x N x x 0.9~25k
Peng’s(Peng % ,2021) N N N N x x 0.1~20 k
CovertCast(McPherson %5 ,2016) X X X x x x -
Protozoa( Barradas 55 ,2020) X X X X X X 160~1 400 k
Stegozoa ( Figueira 45,2022 ) x x x v x x 2.6~11.4k
Balboa(Rosen %5 ,2021) N N x x N x 0.14~8 M
RoCC(43) N N N N N N 73~136/310 k

Y < IVRL S VA R A i AR DR 5 SR CovertCast J7 1 14 6 0 5 0 244 S R AR G, =7 R A M ELUAR B, V7 X R 7

AL
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il R ESL AT HIE ] 22 4 SR AR IS iR B R L T3 2 4
PER T B AR A7 Ry ik B R R, A
LA A , CovertCast 19 5 5838 138 0 3 #0841 37 4%
Bt , FES W ARG, BT LLER 6 AN bR B A%
o ATLUR B FE4ER MU T AR  AMBHURE =
HETFR PP IX PIAS S5 AF[R] I3 L 1, AT Saenger 1977
% \Peng 1Y) J7 1% . Balboa Fll RoCC. X WA~ 25 F e
T IR {F AR, T SR e SR PN T B
B VORE J2 Z FE I ACH (A5 B e 5 e ) B
TR, G et B . TEAREE I XA 4%
1 &, A5 SkypeLine , Peng 19 77 15 Fl RoCC i &2 , iX
TR BTt 5 nT LA R R U A LN A K
RENNE DA Bl AR TE W) 2 2 iR R B L. Sky-
peLine ., Saenger [ 77 i% | Peng [ J7 1% | Stegozoa I
RoCCHBR T T B A, AT LAFE N %% JC A% i B 4t o
— B HVBE R . FEE IR, A Balboa Al RoCC
KRB Z5 AT, RIS T7 R B AR R X R
Pr, Balboa 1I LLE T BT A 52 TLS PR 47 (438 15 P
B, RoCC AT LA F T Fr AT S il A5 UMl e nHIER]
ek L, A RoCCil AL, PO RoCC RS 1704
AR 22 4 B 5 F R O FH SR el B A% T8 1 ] s
TR T Rt e et . FEfEH R E, RoCC 1y SE AL
i % hy 70~ 140 bps, 1 /2 /0 5 5 % 14 B 1L =5
K, MIFESE why AR X A% 5 %835 21 300 kbps DA |,
A LA R A% i /0 1 SO 006 55

5 & i

ASCHIESE T B 22 AR i R G A5 7 s Y
AR IFR T —F 44 R RoCC Y BRlGE 15 ik, B
e BV R ISR B R . RoCC S 11
DA R 7 12 Mg A Bl 5 T8 A A, 4 B AT
FERY B EAE TR S PUN O 8 b JE SO TR Lo
i TR {5 S B2 A AR R g it B 5 B0 SUAR I 3L
TRV i ik SCACTE: SO ARARLRE 70 A, S8 1 e
L2 S HORAS T BB R . MR TIHA N EA
R Saenger 7%, RoCC 1Y 4 R HKPTRE 71 42
T 5% LA AN ARSORS L R RS
ARG AL F B (5 1B AR 1% R R R %
I, RoCC REMS7E JC 75 it 122 /10 25 11 000 T~ DR A<5 e e
PERE e . TR A SEE F h , RoCC 1Y f& 4
AT IR B 24 100 bps , 38 13 T /0 0 50 B i 1%

i o 092 i AR, A% i 4 AT 1K F1 300 kbps LA
3 T R SO A i . AR A5 5 )
A LUK B B 2SR R 2 AR A S B AR A
Bian, 5IASCA EIGR RE A , S L 30% EHG R 5L
PRAGH A DASCAAE R Bi 225 1 1 Bk (51
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