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Abstract: Objective The advancement of current steganographic techniques has been facing many challenges. The
method of modifying the original image to hide the secret information is traceable, rendering it susceptible to detection by
steganalyzers. The coverless steganographic method improves the security of steganography. However, it has limitations,
such as small embedding capacity, large image database, and difficulty extracting secret information. The cover image gen-
erative steganography method also produces small and unnatural generated images. Introducing adversarial examples pro-
vides a new approach to address these limitations by adding subtle perturbations to the original image to form an adversarial
image that is not visually distinguishable and causes wrong classification results to be outputted with high confidence.

Thus, the security of image steganography is enhanced. However, most existing steganographic algorithms based on adver-
sarial examples can only design adversarial samples for one steganalyzer, making them vulnerable to the latest convolu-
tional neural network-based steganalyzers, such as SRNet and Zhu-Net. In response to this problem, a high-security image
steganography method with the combination of multiple competition and channel attention is proposed in this study.

Method In the proposed method, we generate the adversarial noise V using the generator G, which employs the U-Net
architecture with added channel-attention modules. Subsequently, the adversarial noise V is added to the original image X
to obtain the adversarial image. The pixel space minimum mean square error loss MSE_loss is adopted to train the generator
network G. Thus, high-quality and semantically meaningful adversarial images are generated. Then, we generate the stego
image from the original image X using the steganography network (SN) and input the original image X and its corresponding
stego image into the steganalysis optimization network to optimize its parameters. Moreover, we build multiple steganalysis
adversarial networks (SANs) to discriminate the original image X and its adversarial image and assign different scores to
the adversarial and original images, providing multiple discriminant losses SDO_lossI. Furthermore, we embed secret mes-
sages into the adversarial image through the SN to generate the enhanced stego image. The adversarial image and the
enhanced stego image are reinput into the optimized multiple steganalyzers to improve the antisteganalysis performance of
the adversarial image. The SAN evaluates the data-hiding capability of the adversarial image and provides multiple dis-
criminant losses SDO_loss2. Additionally, the weighted superposition of the MSE_loss, namely, the multiple steganalysis
discrimination losses SDO_loss1 and SDO_loss2, is employed as the cumulative loss function of generator G to improve the
image quality of the adversarial image and its antisteganalysis ability. Finally, the proposed method enables fast and stable
network convergence and high stego image visual quality and antisteganalysis ability. Result First, we select four high-
performance deep-learning steganalyzers, namely, Xu-Net, Ye-Net, SRNet, and Zhu-Net, for simultaneous adversarial
training to improve the antisteganalysis ability of adversarial images. However, simultaneously conducting experiments
with four steganalysis networks may sharply increase the number of model parameters, resulting in slow training speed and
long training period. Furthermore, each iteration of adversarial noise is generated according to the gradient feedback of the
four steganalysis networks during the adversarial image generation process. A consequence of this approach is that the origi-
nal image is subjected to excessive, unnecessary adversarial noise, leading to low-quality adversarial images. In response
to this issue, we execute ablation experiments on different steganalysis networks employed in training. These experiments
aim to decrease model parameters, reduce training time, and ultimately enhance the quality of adversarial images for their
antisteganalysis capability improvement. The role of the generator is to produce adversarial noise, which is subsequently
incorporated into the original image to generate adversarial images. Different positions of adversarial noise in the original
image can cause distinct perturbations to the steganalysis network , and the quality of the generated adversarial images can
be influenced differently. This study introduces ablation experiments by altering the addition of the channel attention mod-
ule at various positions of the generator to examine the effectiveness of the channel attention module. The parameters of the
generator loss function are fine-tuned by conducting the ablation experiment. Subsequently, we generate 2 000 adversarial
images using the proposed model and evaluate the quality of these images. The results reveal that the average peak signal-
to-noise ratio (PSNR) value of the 2 000 generated adversarial images is 39. 925 1 dB. Furthermore, more than 99. 55% of
these images have a PSNR value greater than 39 dB, and more than 75% of the generated adversarial images have a PSNR
value greater than 40 dB. Additionally, the average structural similarity index measure (SSIM) value of the generated
adversarial images is 0. 962 5. Among these images, more than 69. 85% have an SSIM value greater than 0. 955, and more

than 55. 6% of the adversarial samples have an SSIM value greater than 0. 960. These results indicate that compared with
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the original images, the generated adversarial images exhibit high visual similarity. Finally, we conduct a comparative

study of the proposed method with the current state-of-the-art methods on the BOSS Base 1. 01 dataset. The experiments are

conducted on the BOSS Base 1. 01 dataset, and the results are compared with those of the current state-of-the-art methods.

Compared with the four methods, the five steganalysis methods show decreased average accuracy by 1. 6% after training on

the original steganographic images. Compared with other four methods, the five steganalysis methods show decreased aver-

age accuracy by 6. 8% after further training with adversarial images and enhanced steganographic images. The experimen-

tal results indicate that the proposed steganographic method significantly improves the security of the steganographic algo-

rithm. Conclusion In this study, we propose a steganographic architecture based on the U-Net framework with lightweight

channel attention modules to generate adversarial images, which can resist multiple steganalysis networks. The experiment

results demonstrate that the security and generalization of the algorithm we propose exceed those of the compared stegano-

graphic methods.

Key words: steganography; steganalysis; adversarial images; channel attention; generative adversarial network (GAN)
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Fig. 1 The adversarial example based on stego image
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R T RN B M AR JE A I LA
R 30 TH D4 R AR S BT T RO RRAE IR U
TR B S5 R an T 4 0 R 2 A R o
SENet B 5ot F-F- 2 AL 7E R AiE 1] B %) 413 1 v
B f o S B LIBERS, < R B

1 H W

foe= gy 22 F (1)

i=1j=1

X, m FRL, PEmADTEE, (i, ) TR AT
AR AR R4 8 A 2R S BUR 4R h— A,
VERZMFEG T, T XS5 B i ih 3k
7N R TE TR A, SENet X BT 0T £ 1
FEHEL M EAE . Bk, SENet i Il 141> 42 i
R S R ORAL R f, o FE T ORI A sig-
moid PR EICHERRAIE 17) H5 5 6 Sk 38 T8 AN EE ) i . BPAY
HEnis e R T8RN
s=o(W,(8(W,f,)) (2)
L8l o 73 BIACFE Re LU B4 bR BUHT sigmoid 3T
PREL, W R W, R R EACE . T B R AR B
JE X A AT YR DL AR PR R AT A
eVl AR S M G IE I T B I HLE A ST R
Prifr 2B BN 16, X B ERE . &)a,s W
A ICE (M Nhri) L F Ry EE A U =
(U, U -+, U™ UREEmA-EE A RR R
Ur=s"F" (3)
DR 38 A8 5 BARA T AH TR 1 ] I 38 8 |, S
ZORER . BEGETE S, R U B T ) S X
Mg 7 il ) g
2.5 ImKEE
TEA SC R 2 rh AR e G 3 A TR UG A% i o)
PUME R X B R P 0 2 B P45 b A s B A
18, A8 FHES 204 2% SD 1 51 A B 0 % e (RS S
T R L G i AR B, A G e PRI e i )
FHoAE WIRGRER .. ZEEE 5 M2 H
B des « 240 A XL R I, 3 8 5 A R 4 T
0; 245 A SR U R, BB i AR T 1. &
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Ly, =—2xf log (x,) (4)

P

2, o e, 73R St PRGN A B R R AR,
a0 Rl R IO RIS s PR AR AR SR R AR
WA, 228 5 23 B I 28 SD 50 AR B A X 47 8]
185 BT XS PUIRMR AR LAY 5 B2 5 PR A <,
PRGOS, 1 o S P PR A 1) B DRy X T
FEA (RS ar A HON IR B . ZEES 7>
e W28 B I Z5 F bR < 1k A R 3 56 55 TR, 40
S AR AT T 05 S AT BUIRMR I, 30 B i iy
BERILIT T 1. BRI R Ly, T AR A

2
Ly, == > y!log(y,) (5)
i=1

Ay, oy, RS 70 M s SD i 283 softmax JZ Y
By, 2R X URE AR G B B S R RO,
ya 3 I i A T X B AR AR 1 5 55 1 B R 1Y
PR%E

TEA SO T ZEORUEAE A PUREAS X, I
J5 ik R X B E AN T P T S — H
b A SO 7 22819 (MSE_loss) K 3R BB R B
ik, BARN

L, = MSE_loss(X,X,) = m

ARSIV R A A A O B ok T 2
HE e 10 R AR A A R i L)
S K Ly 0 L, ORISR AT A 10 38 45 2
() —FR 3o TRl SRy 1 B T AR ORI 5 A i
i AR FE S BT 2B MSE _loss UM B S 2 v
et A AR RS PETAR MRS B AR PSNR (B, e 2%
A A G Y SRR N

Ly=h(-ax Ly =B XLy )+ +

|x-x.[(6)

(7)
kn(_a X Ly, = B X Lsnz) +AXL,

A, n ARAR SN G At v ) 05 0 A B 55 23
WU b, B, A BN R AR SCHE SR 46 T
JRE IS [F EFX0 DY B RES 3 Ar R 45, DI i 1, A
SRR AS P A5 b 50 2, 228 3 ¥ S5 36 R 2K R
KB BB B S o e B o 2.

ST IEAER R R R A bl A O 4
P8, B S5 20 e 000 i A T 4502 S0 T R i Xf
UGS T il 2k BAE R Sescs b 2 3, fi
XA T7 A R ST R R A AL B (5 B R RS

IIMTRE JTRIR B, S A A R AR B 15 SR
TIEA R B R B R BRSSO . TR TEAR
SCITYE B M B B AR 45 B AR R S 1R
poR eI R TR R PiIL NN St uNEil S 9 s
B 55 PR A S J I SO Y A K PR
W] DU, A6 USRS , LT G A
H 5 S BB 2 A SIS s T
Rk %52 ] K Ak 5 SR T et A B A &5
i X 4 PR BT RS BE T B0 8

3 ZWERSHW

Ry T 38 ek S R AS SO T, BB Y R RAT
(9 T B 5 3 v R A BOSS Base B8 % . &
10 000 Hg A F 456 1 K /IR 512 x 512482 1 K B 1A
RN, A SO s R 2l 256 x 256 18 R 1 KA
£ IFBEHLZEHL 10 000 MR FF REAHFSY , Yl ZRAE A g0 ik 4E
5374 8 000 ME 12 000 I . %5 15 8 i A D Bl H
T AR LR A B 5 ik, BD ASDL-GAN F1 UT-GAN.,
ARSCAER T 4R 3ETF CNN (RS /4% , Bl Xu-Net |
Ye-Net .SRNet Al Zhu-Net UL J — 4% G5 i) 35 FR4E
i BB 0 B 2% SRM. T4 A 18 SCh iR iy
S0 248 TR SCIY 256 B0 IE , 31X B B 43 B 4 1 4G
I /e 7 #2¢ LA F it 7 HE 31 : Zhu-Net > SRNet > Ye-
Net > SRM > Xu-Net, i F Adam 1E 4 B #8094k
822 5]% =0.000 1,beta_1 = 0.5, beta_2 = 0.99.
o5 O MRS AT I 45 1) I A i B LA P 1 2 4
eI SO 4
3.1 BESHMEERELRE

S EE XS B EAR BT R S 43 BT e T, AR SCRI IR
PE[F I % 4E Xu-Net . Ye-Net .SRNet . Zhu-Net 4 Ff 5 1
RETRIE 2- I RS st AT 25, 5 BB R i Xt
4 T B3 3 B W 45 2 (AR R S 800 SRS I, S 3
VIR g ie IR, B A s bt G i i A
H O M R A Y AR I 4 S 0T I 4% 1)
JE RSk B i A B, X T R 4 R EUA KA TR X
Pt MR 7 A 0 3 i R, e Al AT AR L X
BRI 2

T AERUEXT BUS SRS 43 B fie ) R AT (4 i
P DR SRR 4 I ZRAst ] 32 e A it
Pt EIMGRL S5 2t , A SCHE S 50 o6 I 5t [ B Xof
LIRS AT P EE AT TIH RS . Nk 1
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7N, A 3043 5% i Xu-Net + Ye-Net + SRNet + Zhu-
Net.Ye-Net + SRNet + Zhu-Net., Ye-Net + SRNet . Ye-
Net + Zhu-Net, SRNet + Zhu-Net, SRNet, Zhu-Net [}
B 5 43 B P 28 S5 A >k AT I 2 o S5 bR T UT-
GANATERIRE ik AR 0. 4 bR E .

F IR TIHR SR 25 8, o iRk s " %
AN GEEE TR na O ViR Gl SEER I EE AR R T R )
HRRNBE AU T X E G A S RS
EIMGAHER R . B g R 0.5, X RIS 45

1 5B 1, %% SRNet + Zhu-Net /E M F2 5 4 #r
IR 28 I 2H B AT YN Z5 T A SE B S 28 4 FN G o 1
Z A W SR R . PRI R SOHE RS 43 BT I 46 5
n i E R 2, IR B T IR SR . SR A
T, B % SRNet F1 Zhu-Net A= 18 i % 4% 8144, 78
17 % Xu-Net ., Ye-Net [ 45 I Bt 7T DL HRASAR G- 47t
B 5 IR, i e n AT A R LA AR 47 i 12 4k
PRIV T X A ) B 5 T i 4 A N s, mT A
PR (R 5R

Br s JCvk X o3 A BB B IR 50E 2 B S TR

x1 RESWMEHMIBER

Table 1 The results of steganalytic networks ablation experiments

Xu-Net/% Zhu-Net/% .
FE : : : e
ponman TSN wm g B G MR G M ORI

BRE RY RS RS RS RS RS BY

Ye-Net/% SRNet/%

ARSI A

Xu-Net + Ye-Net + SRNet + Zhu-Net 34.8937 0.8736 50.10 84.90 50.20 86.60 49.60 89.10 50.50 89.40 1956
Ye-Net + SRNet + Zhu-Net 37.1986 09101 50.10 84.90 49.80 86.60 50.40 89.10 50.50 89.40 1745
Ye-Net + SRNet 38.2019 09379 49.60 84.90 50.40 86.60 50.60 89.10 52.30 89.40 1328
Ye-Net + Zhu-Net 39.2194 09559 50.50 84.90 49.70 86.60 52.10 89.10 50.80 89.40 1289
SRNet + Zhu-Net 399251 09601 50.20 84.90 50.40 86.60 49.60 89.10 50.50 89.40 1469
SRNet 433911 09792 49.60 84.90 49.10 86.60 50.80 89.10 52.80 89.40 996

Zhu-Net 43.0458 09782 51.20 8490 51.10 86.60 52.50 89.10 50.90 89.40 903

3.2 BEFEAERERIE

TEVRIE 27 > rp i 130 38 7 2 S ML, BT A3k )
22 oo PR DGR YRR IR 1T 2 AN AR DG B RFIE . AR
BB UG, X B s 5 I i BUS R E AR Z5 A L i
SRR X XL SR HA AN R . PR, fiff
TE T R ST AT LA 55 X B R B PRS2 g
J1o BEAHN  FEASTR] I 38 38 AT R 75 % LG
"B SO A S T AN TR A DRI Ikt D 30 3 7 2 S ALl
AT AT AE b B RS ) o i

AR SCHEAT T Tl S 560 DA A 0 1 3 R s s
X AR SCHR M AR TR 1Y) 52 ), AR SCIN T 4 A AR A
1) 7E 2 5 [ B R i 388 1 1 28 0 B 5 2) 7 i ) o B
N I3 T R AR 5 3) 7E 4 R g A B B
A R A 4) R U I A R R, (5
WA TR UT-GAN, i A 50 0. 4 bitfR &R . 5L
B 25 AN R 2 PR, Y BEBEAE G AT B B A T
B, X e R B T RS 4 B BE ) Rk
2T BAERCER

F2 BEIBNERERIEER
Table 2 The results of channel attention

modules ablation experiments

. i~ PSNR  Xu-Net Ye-Net SRNet Zhu-Net

WIE 1% 1% 1% 1%
NN 39.0523 504 50.6 49.4 50.6
ASRTEE 39.9251  50.2 50.4 49.6 50.5
BB 39.4294 495 50.5 50.6 50.7
BB +

39.5308 50.3 49.4 50.5 49.5

R B

T L PR 5 8 A4 2R

3.3 EpSEMmKREHENESLE
3.3.1 MSE#L L, AUH A

K Y77 2 (mean squared error, MSE)AE A4 B,
o 2% 1 4 2R 2 BT, 451 2R AU A 2 08 A R A
ARG MBTER S S BT BE 7 R . 3R 3
ANTR] A BB T Az 1 BT T 45 9 PSNR 145 #4) A R 2k
(structural similarity, SSIM ) - H 25 5 DL K AH N 4 Fp
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B S o BT 4% I fERf % . R 3ATLIA I, XA =
0. 2 I}, A= i #1142 °F- 4 PSNR 4y 39. 355 6 dB, SSIM Wy
0. 960 0, f# Xu-Net.Ye-Net.SRNet 11 Zhu-Net [ £
ALK £ T 49. 8% .50. 3% .49. 5% F150. 4%,
W A o e [ 5 et B AR, HLABR S 43 A fie o
B, AR SO IR B T Bl T, e e FRAR AL
PRITTT , S5 55 ok AR il 2401 2% BRI MSE_Loss (AL
AKERNO. 2,
R3I WMEANZBER
Table 3 The results of weight A

A P/sdl\];R SSIM Xl;;:]et Yf;;jet S}j/jet Zh;;]Net
0.1 36.4510 0.9083 50.30 50.50 49.50  50.70
0.2 39.3556 0.960 0 49.80 50.30 49.50 50.40
0.3 377989 09115 50.40 49.40 50.60 49.30
0.4 38.6054 0.9379 49.30 50.70 49.40 50.80
0.5 36.2377 0.9054 5040 49.30 50.70  50.60
0.6~1.0 e oy

E R IR R 2 51 e A2

3.3.2 HGIRAE o« FIB

FARMRT AR o MBITET, k3 M &k
PSNR 5 SSIM {H D K& 4 R B 5 73 Bt ) 28 1 HE A =5
M4 UHE L, fEa=0.1,8=0. 90, ¥ EG T
PSNR A %] T 39. 431 2 dB,SSIM ikl T 0. 962 0,4 F
B 5 23 BT I 2% 14 1R 1 232 03] 3K 3] 50. 3% .49. 6% .
50. 4% F150. 3%, BEE A= BT G T e e ft , At
B o3 BT RE I WALk , A SO IR B T e e P, o
S FRARL A 40 AT PRI, 5 0 v g 0 il 4 2

WEEENa=0.1,=0.9,

R4 WEaMBIWER
Table 4 The results of weight « and 8

Fi)

g P/Sdl\];R SSIM Xl;;\let Ye;;\let Sljget Zh;lO;Net
R ’ ? ’ ’
a=0.5

393516 09616 504 504 49.6  50.6
B=0.5

=0.4
;_g o 389943 09572 494 508 493 505

[a;gi 39.2875 09614 50.5 494  50.5 49.3

=0.2
;—88 39.1375 09594 493 50.7 494 50.8

;ig; 39.4312 0.9620 50.3 49.6 504 50.3

TE IR R R 24 9 e AL 4

3.3.3 SRNet Al Zhu-Net ¥ & 53 B k, Fl &,

AR SCHET TR0 22 52 B 55 43 AT 19X 4 25 A6 A T 3
SN, 2 B R SRNet A1 Zhu-Net, 78 42 A5 45 2%
PR L T, SRNet AT Zhu-Net 1 47 78 AL 5 43 B 7] #51 ,
SRNet 451 45 X} 3 AL A k, , Zhu-Net 351 2% % b A &
kyo 383X B FP BRE 23 BT X 26 43 FCAS [R] B AL, AR
BT PG A B 5 43T I 24 R B0 s A B AN A
[[], 357/~ T SRNet.Zhu-Net A [543 BE T 4E
IR LG 118 PG S5 RN AN [ B S 0BT I 245 P
BIIBLR o AR S A R AT R 3 B R A A A B %
PG BEAS B S 43 AT I 24 #4035 AR 4 19 Pt 3h 3%
o HRSEIEATLIAE T, Mk =0.5,k=0.50 4
PR ATURE AT 4 T B 5 434 X 4% B P s 8RBk

RS WELMLLWER
Table 5 The results of weight k, and k,

k, F ks, PSNR/dB SSIM Xu-Net/% Ye-Net/% SRNet/% Zhu-Net/%
k,=05k =05 40.3556 0.962 5 50.20 50.30 50.50 49.50
k=0.6k =04 40.326 2 0.9590 50.30 50.30 49.30 50.80
k=04k,=0.6 40.566 5 0.960 2 49.70 49.60 50.60 49.60
k=0.7k,=03 39.584 7 0.949 8 50.50 50.40 49.20 50.70
k=03k,=0.7 39.360 8 0.946 6 49.40 49.50 50.70 50.90
k=0.8k,=0.2 37.482 1 0.922 1 49.50 50.60 49.40 49.70
k=02k,=0.8 37.3528 0.9216 50.40 50.60 50.70 50.90

T L P SRR 5 8 B A2 2R
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Fig. 5 The original images, adversarial images and their corresponding histograms

((a)original images; (b) adversarial images; (c) histograms of original images; (d) histograms of adversarial images )

6 JaR T REALPELE %) 800 fE XF Bt KIZ i) PSNR
F1SSIM B By H A . AR 4R 4831, °F- 2 PSNR{H
39.925 1 dB, K44 SSIM{E 4 0. 960 1., B4 5%
B, S SCIR Y FE T U-Net 33038 38 1 35 A e A
A s T DA H R A T X RN
3.5 mMBERESEENLE

BB S 43 b e 12 VAl XL B R R RE A% 0 48
Fro % 1€ %] Zhang % A (2018b) . Zhou % A (2020) |
Liu %5 A (2022) Fil 5y 52 458 N (2023 ) (4 7 12 B8 i A=
BT EAG I 5R EUR B 5 AR e 2k, DRI AS SORE e
PET7 1 53X 4P Y P BE R OR S U ik ) S 4 SR
T LA, Sl AR 15 Bt A MBS Jr i o
5 & ASDL-GAN 1 UT-GAN, #x A &5 4 0. 4 bit/f

Fo SO T ORIERT Ho kA SCH R Y HoAh 4 Fh
J5 2 .43 0 AR 95 SRNet Al Zhu-Net 1946 3 52 15 25 B
2 000 HEXFHL MG, H.5 248 SCT5 1 4 W P 5 B 7 T A
L, SEHEEHNZE 6 iR,
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(RS Fr i B R R I BE g o FAS i
RS 7 b s S5 G RS 2 b 2% EA AR TR
MIRESE . NFR 6 i al LI, Y F TR A B S 43
Mr e8I Xu-Net 5% Ye-Net o SRM I}, 5 R 2848 2l i) Ji
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A5 B AL B B R B S YR, #R AT LUK RS 43
M 25 B MERR PR RR IR 22 0.5 22 A . (H I, 24 1 X}
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Fig. 6 The scatter plots of the PSNR and SSIM of 800 adversarial images((a)PSNR; (b)SSIM)

F6 FEFRARBRSEKIIGZINRESTRNQNARHE

Table 6 Accuracy of the steganalyzers trained on original images

/%

ASDL-GAN UT-GAN
i Xu-Net  Ye-Net SRNet ~ Zhu-Net ~ SRM Xu-Net  Ye-Net SRNet  Zhu-Net ~ SRM

86.80*  88.40* 92.10% 92.60*  87.40*  84.90*  86.60* 89.10% 89.40*  85.80*
Zhang % A\ (2018h) 50.30 50.30 45.90 46.20 50.40 50.20 49.70 53.10 53.80 50.20
Zhou 55 A\ (2020) 50.20 49.20 46.00 46.40 50.40 49.80 50.20 53.40 46.70 49.70
Liu % A(2022) 50.30 49.30 46.80 47.10 50.30 49.80 50.20 46.40 46.90 49.70
Hr2 g A (2023) 49.70 49.50 47.10 47.70 50.40 50.30 49.70 47.10 53.60 49.70
A 49.70 50.20 50.50 49.40 49.80 50.20 50.40 49.60 50.50 49.80

T VL SRR 2 S B 2 2R A S B3R 7 I i B 5 K5

51 Bt 5 PRUGAR G 123U X 7 ol 4 i B b SE R B S
IR o A SO VAR TR X PR B S 7B s B0 A6
NSRS S v ek T A SR ooy
LA, AN SORE A 1B T PR 3 5 1) B 55 [
BAE RN, RN T 5 A BRS o Hrds , IF
OBV ZRJE MRS 20 A e KA I 5 b 75 32 Az 1 8 ot
PUEMR PR S AT BE T o SRR A RN 7 Bs .
1R 7 X0 AT A%, 5 05 95 PR S 23 A BE SR A
[FIFERERY N [ PHOAIX 5 TR J7 iR 2 i i A g
P08 7 R 16 A P AR PR SRR DX e RS 7 B 85 i R
SR RH IR B R, NI s DT R S A RE T . R
T, ¥4 ISR P o i T e A DX 3, AN T s 6 M o4
INTCAY 4R 45 B, A E B I 2R B S o i 5
B o KN B IX S5 B o (HRARSOEA R AR
40T LR BT, RO HA 4 FhOT IR AE VIR 2
I E T RS B f B SR, A SO B TE RS 7y

e P AR B 2 Z (AT X B 2, X R AR s
AN AR DL A I B9 55 20 M i 14 B ik A A o
PO e TR S4BT S 2 BE T, T
MR R RS AR 2tk

4 4 &

BT BT B 7 AR AR TR 2T B
5 G AT A RN 14 [ R, AR SR ) — b e T A Bkt
USRI EHR KSR R Tk . 12,
T U-Net HE S B9 5 1 188 18 4 3 0 B B i 2R s, 2
1 5 ZHRE A 2% B XS ZR AT LA R s 5
TR ARG ARE T U P B A 5 5
AR B PR A AR SO 3k A B 0 L PR A A
R AR PG A R 38 5 B 5 P8 T LAHRAR) > Hiy e itk
MRS e ARG o SEIR 45 R s, AR SO A AR
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Table 7 Accuracy of the steganalyzers retrained on adversarial images

1%
ASDL-GAN UT-GAN

WIRZS Xu-Net  Ye-Net  SRNet  Zhu-Net SRM  Xu-Net Ye-Net  SRNet  Zhu-Net ~ SRM

89.40%  91.70*  94.50%  94.90%  90.60*  89.00%  89.80*  93.60*  94.10%  90.20*
Zhang 5§ A (2018b) 61.40  63.80 70.30 7120 6140 6020  60.90 69.60 7170 60.20
Zhou % A (2020) 5840  59.60 67.60 67.80 5840  57.80  58.40 66.30 66.70  57.80
Liu % A (2022) 58.60  59.60 65.30 66.90 5920 5740  58.20 64.80 65.30  58.00
Hrz s N (2023) 57.90  57.20 64.50 6490 5740  56.80  58.10 63.50 64.80  57.40
AL 5350  53.80 59.40 60.70 5350 5210  52.70 58.60 5970  52.10

T ML P SRR 2 B R 2 2R 7 BB 7R s A B 5 5

AT HE 5 4 °F- 15 PSNR 7T LAk # 39. 925 1 dB,
BZ i o AT, 76 BOSS Base $0#E 4 | 5 H
by 4 b 5L Az BT R 0 7 3 10 FL A S 58 iR
AR BAEREHE M, X EMR R E R 2 At 4R
A VNS

BRAR SO IR T LU SR T MG B S R i 4 42
Ve AR E T Bt 2 Ab o A SO Bk B A AR
FHR AL S8 U-Net 4544, W28 2 800K, T BB AL 5
BB R NG A R T, AR T AR [l 8
BT HE AR T 1 A e 45 4 T R A 5, 4R FH B AR I
G E
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